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Abstract: A monitoring capability is a pre-requisite for the development of distributed applications. Debugging, optimization and testing of a distributed application is achieved by observation of the system's runtime behavior, which is not possible without the use of a suitable monitoring system. When monitoring a distributed real-time system it is imperative that the monitoring system does not change the original behavior of the monitored system in an unpredictable fashion. 

This paper presents a monitoring approach for the Time-Triggered Architecture (TTA) which does not change the real-time behavior of the monitored system due to full integration into the TTA development process. The presented monitoring approach provides the capability to monitor a distributed TTA application using a Windows NT PC. 
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1
INTRODUCTION

Development diagnosis and maintenance of distributed real-time systems is nearly impossible without the use of monitoring. Statistics show that in case of distributed real-time systems, the cost of testing and debugging can represent as much as 70 % of the development costs for a new system [Sev87].

In the last few years, a new technology, the Time-Triggered Architecture (TTA) for the design of dependable distributed hard real-time control systems has been developed at the Vienna University of Technology. In the TTA, control signals for the activation of tasks and the transmission of messages are solely derived from the progression of time. Therefore, a TTA system has a high degree of temporal predictability. A key element of this architecture is the Time-Triggered Protocol (TTP) which supports composability with respect to timeliness and testability. 

The objective of this paper is to present a monitoring approach for TTA-applications, which provides several key features, without changing the system's real-time behavior:

(1) The user selects application data to be monitored, by inserting monitoring code into the TTA application.

(2) The monitored data can be provided with a timestamp in the granularity of the global time of the monitored system.

(3) The monitored data can be analyzed with respect to the temporal order of events.

(4) The replica determinism
 property offered by the TTA system can be validated and tested.

This paper is structured as follows: First an overview of the TTA is given. Second, the concept for application monitoring in the TTA is described. Thereafter an implementation of an application monitoring tool is outlined and lessons learned are presented. Finally, the paper concludes with a summary and an outlook on future research to improve the monitoring system.

2
OVERVIEW OF THE TTA

The TTA relies on static scheduling of tasks and messages. These schedules are created offline before system execution. 

In the TTA the controlling computer system consists of at least one computational cluster. A computational cluster comprises a set of self-contained node computers. The nodes communicate via a (replicated) broadcast bus using the Time-Triggered Protocol (TTP) [KG94].

Within a cluster, a global time base - of sufficiently small granularity with respect to a specific application - is established by synchronizing the nodes' local clocks [KKM+95]. 
As depicted in Figure 1, two main subsystems can be identified within a node computer: (1) the communication subsystem, which autonomously and reliably transmits messages between the nodes of the distributed system, and (2) the host subsystem, which executes the distributed real-time application. The operation of both subsystems is controlled by static configuration data structures. The Message Descriptor List resides in the communication subsystem (the TTP controller), and contains the attributes of the messages sent and received by the protocol. According to this list the TTP controller periodically and autonomously reads the messages to be sent from the CNI and writes received messages to the CNI. Similarly, the attributes of the tasks executed by the host processor under the control of a time-triggered operating system are stored in the Task Descriptor List. The time-triggered operating system calls the tasks corresponding to the entry in the Task Descriptor List at a priori defined points in time. Since the worst case execution time of each task is known, a completely deterministic timing behavior is achieved.

[image: image1.wmf]The interface between communication and host subsystem is called the Communication Network Interface (CNI) [KK95]. It is located in a dual-ported memory and enables the local host processors to send or receive messages by writing or reading this memory area. The main part of the CNI facilitating this message exchange is designed as a data-sharing interface without any control information exchange.

3
TTA Application Monitoring

Currently at our department two approaches concerning TTA monitoring are investigated. One approach, CNI monitoring, provides complete information about the communication subsystem (transferred messages, node status, and global time) [KKM+98]. Only TTA application task's runtime information, crossing the CNI is tangible by this approach. 

The other approach as presented in this paper, focuses the host subsystem of the TTA and has been designed for the purpose of gathering runtime information of TTA application tasks. Since a time-triggered operating system is used, application tasks are executed at predefined points of the global time. For validation and debugging of TTA applications not only the application data, but also the point in time when monitoring data is handled is a crucial information.

3.1
Overview of Host Application Monitoring

The conceptual architecture of the monitoring system can be seen in Figure 2. A dedicated monitoring node (analyzer tool) is added to the TTA network. The analyzer tool collects and stores the monitoring data, which is gained by the monitored nodes and transferred to the analyzer tool via dedicated monitoring messages. Monitoring is performed in an offline part, in which the system is prepared for monitoring, and an online part, which denotes the execution of the monitored application.

3.2
Offline Part

In the offline part, which subsumes the system design, the TTA application's design is adapted to enable monitoring, conforming to the real-time requirements of the application. 

Monitoring messages are added by a system designer to the application's communication schedule, by means of an offline design and scheduling tool. The monitoring messages provide a transfer mechanism of monitoring data from the monitored nodes to the analyzer tool, thus enhancing the static communication schedule. The offline scheduling tool takes the enhancment of the communication schedule into account, and produces only a schedule, if the application's real-time requirements are met. This approach guarantees that a violation of the required real-time behavior at run time is prevented.

The offline allocated monitoring messages act as containers to submit monitoring data to the analyzer tool. For every monitored node corresponding monitoring messages have to be supplied. The amount and the length of each node's monitoring messages determine the quantity of monitoring data that can be transferred from the node to the analyzer tool. 
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For the application, the communication subsystem provides empty monitoring messages, which are represented by locations in the CNI. These messages are filled with monitoring data by the monitoring code at runtime. By introducing monitoring messages part of the communication bandwidth is consumed.

Monitoring data is gained by means of instrumentation code, which is inserted into the monitored node's application tasks by an application programmer. From the application task's point of view, monitoring data is sent to the analyzer tool by copying the observed data to the CNI location that corresponds to a monitoring message, which is done by instrumentation code. The transmission of monitoring data from the CNI to the analyzer tool is handled autonomously by the communication subsystem.

Monitoring messages are already considered during the generation of the application's communication schedule and the execution of monitoring code is taken into account during calculation of the task schedule. The scheduling algorithm has to ensure that the required real-time behavior of the monitored system is guaranteed. Therefore the amount of application data that can be monitored is limited by the system's real-time requirements. When trying to monitor too much application data the scheduling algorithm will not find a feasible communication schedule. 

The presented approach ensures that the system's real-time requirements are met, i.e. the system still provides the required real-time service and no deadlines will be missed.

3.3
Online Part

The online part subsumes the execution of the offline prepared TTA application. Application tasks are executed and the execution of the monitored nodes' instrumentation code produces monitoring data. The instrumentation code performs a memory copy of selected application data to the CNI locations (memory addresses in DPRAM) corresponding to the previously allocated monitoring messages. The corresponding monitoring messages are transmitted by the communication subsystem to the analyzer tool, which collects and processes the monitoring data, e.g., data visualization or data recording.

4
IMPLEMENTATION & LESSONS LEARNED

The presented monitoring approach has been used to implement an application monitoring tool on a standard Windows NT Pentium PC. The implementation provides selected application data with relation to the global time and does not change the real-time behavior of the monitored system.

The communication subsystem was realized by inserting a PCI Industry Pack Carrier [Gre96], which holds a TTP controller. The analyzer tool's communication schedule is configured such that the monitoring controller receives all monitoring messages transmitted in the TTP cluster. 

The analyzer tool application program visualizes the monitoring data on the screen and logs them to a file on the computer's hard disc. The analyzer tool application program accesses the communication subsystem via a custom built NT device driver, developed at the Vienna University of Technology. 

Since Windows NT is not a real-time operating system, it is not possible to synchronize the analyzer tool tightly (in the millisecond range) to the hard real-time system TTA. 

As presented in [Bar96] it can be imperative for a monitoring tool, not to miss a single message, e.g., in the automotive domain, USA laws prescribe permanent observation and recording of the emission control system (sensors, actuators, computer and catalyst).
Currently the development of a protocol that provides communication between TTA and Windows NT with guaranteed effective data rate is under progress.

5
CONCLUSION

In this paper a monitoring approach was presented that does not change the real-time behavior of the monitored system, and enables the analysis of the TTA-application's timing behavior. 

The presented approach has been used to implement an application monitoring tool on a standard Windows NT PC. Further research and development is currently under progress to provide communication between TTA and Windows NT with guaranteed effective data rate. 
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Figure � SEQ Figure \* ARABIC �2�: Conceptual Architecture of the Monitoring System [Sik98].
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Figure � SEQ Figure \* ARABIC �1�: Architecture of a Cluster and a Node
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� Replica determinism: Correct nodes show correspondence of outputs and/or service state changes under the assumption that all nodes within a group start in the same initial state, executing corresponding service requests within a given time interval [Pol95].





6
5

_949937269.unknown

_949947343.vsd
Host�

CC�

�

Host�

CC�

Host�

CC�

Communication Subsystem�

Host CPU�

�

Comm. Controller�

CNI�

DPRAM�

CNI�

TTA Node�

�

Local Host Subsystem�

Communication Subsystem�

CC: Communication Controller
CNI: Communication Network Interface�


