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 AUTONUMLGL  Introduction

There is a trend in the automobile industry towards an increasing number of safety-related electronic systems in vehicles that are directly responsible for active and passive vehicle safety. These applications will increase overall vehicle safety by liberating the driver from routine tasks and assisting the driver to find solutions in critical situations. 

The realisation of such intelligent driver assistance systems requires direct electronic control of the steering, braking, suspension and powertrain actuators, dependent on the current driving conditions and environmental influences. It is expected that the biggest potential lies in the replacement of (hydro-) mechanical backup systems by distributed fault-tolerant mechatronic systems. As a consequence there is a need for a standardised dependable, and cost-effective electronic realisation for mass production. 

The general objective of the X-By-Wire project was to achieve a framework for the introduction of such safety-related fault-tolerant electronic systems in vehicles, so-called “x-by-wire systems”. The “x” represents the basis of any safety-related application such as steering, braking, powertrain or suspension control, etc.

More specifically, x-by-wire systems require driver requests to be sensed and interpreted appropriately so as to take proper account of the current driving conditions and environmental influences. These requests have to be translated into optimum steer, brake, and acceleration manoeuvres. The advantages of such safety and comfort increasing applications are well known (see Figure 1).
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Figure 1: Potential of Active Safety Systems in Vehicles

However, with present implementation strategies active safety systems, or even just a subset thereof, cannot be realised within the typical constraints of mass production: low costs, reliability, system modularity, maintainability in the field, whilst meeting the requirements for safety certification. It cannot be expected that cost-effective manufacturable x-by-wire solutions will rely on expensive mechanical backup. Today’s fail-safe systems have in general a reduced limp-home and a driver dependent functionality in case of one significant failure. A fault-tolerant system, on the other hand, guarantees the whole functionality even after a major failure has occurred.

Because of big expenditure and outlay in advance, no single vehicle manufacturer has up to now introduced really fault-tolerant safety related x-by-wire systems without mechanical backup. The X-By-Wire project was set up to share research effort and to offer European wide accepted solutions, and to prepare the introduction of standards for x-by-wire systems. Additionally, a common approach towards safety certification and clear legal requirements is necessary to avoid European fragmentation and uncoordinated and parallel research.

A common European x-by-wire development, which has the potential to become a European or even a world-wide standard, accompanied by broad and fast dissemination of the results, translates into a significant strategic advantage for the European automotive, supplier and semiconductor industry. 

 AUTONUMLGL  Objectives

Within the X-By-Wire project an architecture for fault-tolerant electronic systems in vehicles, has to be worked out. The resulting architecture has to meet automotive requirements (e.g., mass production constraints). Additionally it has to be implemented in a steer-by-wire prototype without conventional backup which is regarded as the most demanding challenge. It is obvious, that an architecture which fulfils those requirements is able to meet most of the requirements for other by-wire applications. 

Main project results have to be disseminated and discussed in order to get the necessary input if the recommended architectural solutions are widely accepted and suitable to become a de-facto standard or even an official standard. If necessary appropriate actions concerning standardisation have to be taken.

To summarise, the detailed objectives are:

· Specification and design of a fault-tolerant electronic architecture which will cover x-by-wire applications which do not rely on mechanical backup. This architecture has to meet all vehicle requirements such as costs, manufacturability, and easy maintenance. 

· A prototype implementation of this fault-tolerant architecture covering a steer-by-wire application without mechanical backup. Because of cost and time constraints, the prototype has to be a laboratory demonstrator.

· Analysis of dependability and safety of the architecture.

· Recommendations for the design process and rules for certification and maintenance of x-by-wire systems. 

The development of special driver assistance applications which are based on this architecture, such as autonomous driving, was not part of this project.

 AUTONUMLGL  Approach

Firstly, the project had to establish a common set of automotive industry requirements for safety-critical electronic onboard systems (x-by-wire systems) under the constraints of mass production. 

Secondly, the general architecture for a scaleable fault-tolerant electronic system for vehicles had to be defined. This architecture was intended to be the framework for highly reliable and manufacturable cost-effective systems and components linked by a network, and for adequate development and maintenance processes. 

For this purpose a general conceptual architecture was defined and agreed upon. After that, a more detailed definition of the different architectural aspects of a fault-tolerant system such as dependability, development process, communication system, hardware, software and certification was performed. 

For all aspects of the architecture, existing approaches (aeronautic, railway, nuclear, ships) were investigated concerning their suitability for vehicle requirements and manufacturability. Especially, work which had already been done in other EC projects was taken into account in order to realise a technology transfer from research status into production, especially: 

· the work done on the MARS architecture refined in PDCS and all the additional work already done or planned contributing to this architecture including the time-triggered communication protocol TTP that has been developed in the context of the MARS project (for which a number of international patents have been granted).

· the BASEMENT concept, which is an architecture for in-vehicle distributed real-time systems. It covers application development, as well as hardware and software which provides execution and communication support.

· the work done at Chalmers concerning distributed control systems for safety critical applications in cars, covering the DACAPO concept regarding the development process, system architecture, OS, communication, ...

Thirdly, in order to verify the main parts of the architecture specification, a steer-by-wire prototype had to be built.

The prototype had to be a laboratory demonstrator, for evaluation purposes only, based as far as possible on components available today. It could not be installed in a vehicle because of cost and time constraints. Components were automotive mechanical parts (e.g., steering wheel, mechanical front axle) several redundant electronic control units, sensors and actuators, a fault-tolerant communication system and the appropriate software modules with basic steering features implemented. 

 AUTONUMLGL  Automotive Requirements

Highly sophisticated future vehicle applications such as driver assistance or autonomous driving need computerised control of the driving dynamics. This section sums up the requirements that hold for such an x-by-wire system. 

User Requirements

X-by-wire systems will only be accepted by the customer and hence be successful if the user requirements are fulfilled. These user requirements can change over time and might even be influenced by x-by-wire systems, but for the first introduction into the market a behaviour similar to existing mechanical solutions is required.

Safety Requirements

X-by-wire systems typically are used in safety critical applications thus there is a variety of safety related requirements. In general it must be ensured that a system failure does not lead to a state in which human life, economics or environment are endangered. In the presence of faults it is required that the system is at least able to tolerate one major critical fault without loss of the functionality for a time long enough to reach a safe parking area.

Furthermore a single failure of one component must not lead to a fault of the whole x-by-wire system. That means each of the sub-systems input, process and output must be fault-tolerant by itself. Reduced functionality in the case of a failure is permissible as long as there is no risk to the safety of the driver or other traffic participants.

Sub-System Requirements

There exist various requirements concerning the sub-systems. In an x-by-wire architecture sub-systems like actuators and sensors should have an electronic interface and for environmental reasons they should be as dry as possible. For safety reasons the chosen actuators and sensors should be based upon different physical principles. This enables the engineer to utilise these different principles in combination to achieve fault-tolerant constraints.

All steer-by-wire components (electronic, actuators and sensors) including their redundancies must have a fault-tolerant power supply while the vehicle moves. If the vehicle stops, this requirement can be degraded to a single power supply.
Communication System Requirements

A real-time communication system intended for data exchange of safety-critical applications in the automotive environment has to meet requirements that exceed the usual constraints on communication systems in other application domains as the x-by-wire communication system is SAE Class C. Thus regularity of information transfer must be ensured and minimising the latency jitter or ideally maintaining a constant latency is of utmost importance.

A design that is utmost tolerant to electromagnetic interference and also that can recover from a “blackout” with a minimal latency is required. For error detection a consensus of which nodes and functions that are operational, a membership agreement, is necessary, both on a node level and possibly on the level of control functions.

In a hard real-time environment the implementation must guarantee, that the worst case execution time of the server is smaller than the maximum response time that is expected by the client. The client must respect its obligation to keep a minimum temporal distance between two successive requests.

Architectural Requirements

One of the main requirements of an automotive system is that it is composable. In a composable architecture, the system properties follow from sub-system properties. From the point of view of temporal behaviour, event-triggered (ET) systems are not composable. Time–triggered (TT) systems however are composable with respect to timeliness. Thus a TT architecture is to be used in x-by-wire systems.
Clustering of a system into loosely coupled sub-systems interconnected by gateway nodes must be possible to de-couple different functionality. 

The implementation of fault tolerance in a distributed real-time system must proceed on two levels. On the architectural level a node should display simple failure modes. In the optimal case, a node will exhibit only fail-silent failures. At the node level, the node implementation must assure that the failure assumption that has been made at the architectural level holds with a high probability. A node must detect all internal failures within a short latency and must map these failures to a single external failure mode, a fail-silent node failure.

To provide redundancy management a node failure must be masked by active redundancy. Repaired or resetted nodes must be re-integrated into the cluster as soon as they become available again. In case of redundancy it should be possible to power different replicated objects (nodes, sensors, ...) by diverse power supplies.

Test and Verification Requirements

The run-time system must be designed for verifiability. The basic operation principle must be simple and resource adequate. A simple operation principle will make the system analysable. A guaranteed resource integrity is necessary to make it believable that the tests made on software module level will still be valid after integration.

It must always be possible to perform a holistic FMEA on the system, software and hardware. This can only be done if it is possible to break down the system into smaller independent units, HW modules and “SW modules”, with known failure modes.

Maintenance Requirements

To set up a maintainable system, additional functionality for diagnosis and possible malfunctions of the system must be provided. Furthermore to enable good maintainability, simple and small interfaces have to be established. Additionally, diagnosis tools and interfaces have to be provided to enable fast and cost-effective maintenance of the vehicles. Easy replacement of faulty components should be implemented to establish a fail-reduced function and allow for cost-effective and safe transportation of the vehicle for repair.

Manufacturing Requirements

The vehicle manufacturer needs well-defined interfaces and respective safety and functionality test-scenarios for the whole system. Since single sub-systems are produced by different suppliers, special care has to be taken on the independent testability of each sub-system. This can be realised by a composable architecture.
 AUTONUMLGL  Architecture Definition

The architecture definition encompasses all levels of an x-by-wire system, from the conceptual system architecture down to the hardware and software architecture of the individual sub-systems.

In order to cope with the requirements for scalability and dependability, the system architecture should be distributed. Thus, a number of electronic control units, or nodes, would be interconnected by a communication network, exchanging information with each other and controlling the applications. The distribution of functions is also in line with the present trend in automotive electronics.

Owing to the fault tolerance requirement of any x-by-wire function, the chosen architecture is based on redundancy at all levels. The nodes are arranged in pairs communicating with each other and with other nodes on a dual-redundant bus as shown in Figure 2. Each node is designed to be a fail-silent unit (FSU), i.e., it is either operating correctly or it is completely silent towards the bus channels and towards its actuators. Two or more such units perform identical application tasks and together form a fault-tolerant unit (FTU). Note that each of the FSUs shown in Figure 2 has its own power supply, thus making the FTU capable of tolerating a single power failure.

The fail-silent property is likewise enforced for each of the two bus channels, based on error detection coding and check for compliance with expected communication behaviour. Thus, the architecture is capable of tolerating a failure of any bus channel.
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Figure 2: Structure of a Fault-Tolerant Unit (FTU)

By interconnecting a number of FTUs, and assigning a specific part of the overall function to each FTU, a distributed fault-tolerant system solution is obtained. One such FTU could for instance act as a pedal unit, collecting information from the driver's pedals and another FTU could perform the overall vehicle motion control algorithms, e.g., ESP
. A single FSU could control the braking and suspension of, say, the left front wheel of the vehicle, which shows that a mixture of single FSUs and FTUs will make sense in practice. Yet another FTU could control the braking and suspension of, say, the left front wheel of the vehicle. In the steer-by-wire prototype (see Section 6), a similar allocation of the sub-functions is made, with a steering FTU (two FSUs), a steer-by-wire control FTU and a steering wheel FTU (two FSUs).

In order for the described architecture to be fully fault-tolerant, the fail-silence property has to be enforced at the FSU level as well as at the communication channel level. Thus, the identification and analysis of mechanisms for obtaining the fail-silence property constitutes a large part of the architecture definition work.  However, the architecture also permits the construction of an FTU from more than two nodes. A voting algorithm may then be used, to  enable the masking of value domain failures.

 AUTONUMLGL  Communication Sub-System

The communication system forms the backbone of any distributed system. Rather than opting for an architecture in which the communication is just one task among many within the nodes of the system, the project partners decided that the communication system would provide the foundation on which the operation of the entire system would be based. Thus, the communication system should provide all services necessary for a truly distributed fault-tolerant operation to the nodes. These services include synchronisation, membership agreement, message error detection, re-integration of temporarily failed nodes and support for fault tolerance mechanisms.

The time-triggered communication principle, in which the nodes access the communication channels according to a predefined static schedule, has a number of attractive properties in safety-relevant real-time systems. It provides a consistent view of time, a feature that is very desirable in distributed real-time control systems, causes no protocol-imposed bandwidth limitations, minimises the variation in message latencies (the jitter) and enables strong filtering to reduce the EMC characteristics. Furthermore time-triggered communication systems are conceptually simpler and more predictable than their event-driven counterparts, a fact that makes analysis, verification and testing tremendously easier.

For the x-by-wire project, the TTP/C (Time-Triggered Protocol, Class C
) protocol was chosen as the communication system. During the project, it has been further developed and adapted to automotive requirements.

 AUTONUMLGL  Node Architecture

The node architecture is designed to be flexible and is based on the fail-silence assumption. A fail-silent node delivers either correct service or no service at all. A silent node does not interfere with the other system parts. 

To reach the fail-silence property a node may consist of one fail-silent unit with fault detection mechanisms in software. A node may be realised as a duplex system consisting of two redundant nodes. Another architecture may be based on a triple-modular-redundancy (TMR) approach. 

In applications with strict high fault tolerance requirements two fail-silent nodes can be connected to form one fault-tolerant pair. Each single node is completely physically separated. If a single fault occurs in one of the nodes, the faulty node will become silent and the fault-free node will continue to deliver the correct service. The global time-base delivered by the communication system simplifies such implementations. Using two fail-silent nodes to tolerate one fault has a number of advantages:

· Efficiency: there is no need for explicit design mechanisms to tolerate faults. Each node has only to focus on the detection of faults. Once a fault is detected the node is shut down. 

· Simplicity: by using the fail-silence property as the underlying concept for fault tolerance, a clean architecture with a minimum of cross coupling and special mechanisms like voters is obtained. Furthermore, the concept of a node that is either correct or silent is easy to communicate within the organisation and to sub-suppliers and partners.

· Testability: the fail-silence property is a testable property since it is well defined. The testing can be concentrated on verifying the fault containment performance, e.g., test that a node does not violate the fail-silence property.

 AUTONUMLGL  Hardware

 AUTONUMLGL  Power Supply

For a dual-redundant power supply the power supply part of an x-by-wire system shall have two outputs, of which at least one shall be fully operational even when there is a fault in the power supply part. The configuration depicted in Figure 3 provides the most suitable solution for the architecture of a dual-redundant power supply since it can tolerate all single and double open circuit faults on batteries, alternator and connections among them.




Figure 3: Preferred Power Supply Configuration

The switches are normally closed but are controlled by fault detection circuitry which opens a switch when necessary. Also, fuses should be introduced to protect against short circuits between the PS lines and ground.

 AUTONUMLGL  Sensors

As a result of the continuously ongoing development in this area, specific recommendations for the design and connection of sensors to be used in x-by-wire systems cannot be made at this point. An important topic in x-by-wire systems however is the concept of fail-silent sensors. In order to achieve fail-silent behaviour of a sensor two alternative strategies can be used:

· The sensor is internally fail-silent in the sense that it either outputs a correct value or a detectable incorrect value (possibly by being completely silent towards its output). This type of sensors requires some form of sensor-internal redundancy in the form a built-in self-test (BIST) and/or internal replication.

· If a particular sensor is not fail-silent, it can be replicated in order to obtain the fail-silent property at the system level. In this case, the values of the sensors are collected and analysed by an intelligent unit that makes a decision of which value to use in further calculations. 

 AUTONUMLGL  Actuators

For actuators, the fail-silence property is essential in order to maintain control of the vehicle even when an actuator failure exists. In addition to actuator-internal mechanisms to achieve fail-silence, monitoring of the actuator behaviour is typically required. This monitoring requires the use of sensors that continuously monitor the actuator behaviour (e.g., motor current, motion, force, torque, etc.). When these sensors indicate a serious actuator failure, the power to the actuator should be switched off.

 AUTONUMLGL  Software

Currently, the software complexity of automotive electronic applications is growing considerably. For the next generation of applications, it is expected that the aspects of distribution, fault tolerance, and hard real-time will dramatically increase overall software complexity. It is therefore of utmost importance to define a clean software architecture which integrates these aspects seamlessly while considering the stringent efficiency constraints in the area of automotive electronics. 

Within the project a number of conceptual application models have been presented, like the Basement and DFR model. The XBW model defined within the project makes a simple condense of these models describing the relevant characteristics for the objective of the model, all according to the frames of the project. The model enabled the definition of a fault and failure model and thus a systematic analysis of fault tolerance characteristics assuming this fault and failure model.

To support the software-engineers of the project, bringing the specification of a steer-by-wire system into a laboratory prototype, the DFR-Model has been taken and implemented on the basis of the so-called Off-Line Tools (OLT). This eXtended OLT (xOLT) provide a language (xOLT interface description) to model safety-related fault-tolerant systems. The resulting model can afterwards be used to perform an

· analysis of the specification (syntax checks) and a

· synthesis of the specification producing compiler-ready C code.

 AUTONUMLGL  Error Detection Mechanisms

The node-level mechanisms "double execution", "double execution with reference check", "validity checks for messages", "history-states", and "resources", "assertion checking", and "signature checks" support a high error detection coverage. They are necessary to fulfil the fail-silence assumption for individual processing nodes. These mechanisms are independent of the semantics of a specific application and can thus be applied systematically. 

 AUTONUMLGL  Support for Fault Tolerance

It was the goal of this work package to bring the theory about software support for fault tolerance into practice. The focus was on systematic fault tolerance. Whereas application-specific fault tolerance uses knowledge about the application domain to achieve fault tolerance in an ad-hoc way, systematic fault tolerance uses replication of components to detect faults and applies redundancy to achieve continued service in the presence of faults.

Although systematic fault tolerance using replication of components to detect faults potentially incurs higher costs than application-specific fault tolerance which uses knowledge about the application domain to achieve fault tolerance it offers a number of advantages like independence of application knowledge and reusability of fault tolerance mechanisms across applications. Additionally the strict separation between application-specific and fault tolerance functionality results in less software complexity.

 AUTONUMLGL  Development Process

An integrated development process and certification procedure is highly needed for future development of x-by-wire systems. This process should be tailored to the automotive-specific requirements of ultra-dependability and low cost. A survey of the existing procedures for system development has been carried out within the project, resulting in the selection of the IEC 61508 (formerly IEC 1508) standard as the starting point for the development of such a process. This is a generic standard that can be extended and modified to suit a specific application. In particular, the IEC 61508 needs to be extended with considerations of the  communication between the nodes of the system, in order to be applicable to development of x-by-wire systems.

Assuming the specific software model preferred for x-by-wire systems, essential characteristics and capabilities of the necessary tools for the design and verification have been identified. These tools include:

· Tools for pre-run-time scheduling

· Tools for estimation of worst case execution times 

· Tools for downloading and verification of correct downloading of programs

· Tools for monitoring the system behaviour during program execution

· Tools for verification of fault tolerance

 AUTONUMLGL  Prototype

As part of the X-By-Wire project a steer-by-wire prototype without mechanical backup was developed in order to show the feasibility of the proposed architecture.

Implementing a steer-by-wire application was very challenging because of the innovative contents and real difficulties associated with this kind of application. From the point of view of the safety level that such a system must guarantee, this is a very critical application (for example there is no fail-safe steering position). Moreover this system impacts both on active and passive safety. By means of opportune active steering control is possible to avoid that dangerous situations lead to serious accidents. Considering passive safety the absence of the steering column decreases the effects of an accident on the driver. Comfort aspects have to be considered too, variable steering characteristics (for example management of the steering wheel load) make driving more comfortable.

The prototype is a laboratory demonstrator for evaluation purposes only, based on components available today (off-the-shelf electronics and tools).

The main function of the prototype is to demonstrate the fault tolerance characteristic that an x-by-wire system must have in a steer-by-wire implementation. It is not necessary to demonstrate it within a car because most of the functions can be demonstrated using a laboratory prototype. General functions that the system has to perform are:

· Compute the vehicle steering angle starting from driver's wishes, taking into account vehicle situation, and consequently move the driving wheels. 

· Compute tactile feedback and give feeling to the driver.

· React to the faults injected by means of the appropriate strategy.

Optimum steering characteristics are not the most important requirements of the prototype, since the project essentially intends to demonstrate the safety functions.

The fault tolerance capabilities of the demonstrator are as follows:

· The system should tolerate a transient fault.

· The system should tolerate one permanent fault.

· The system should tolerate a transient fault after a permanent fault has occurred.

The fault tolerance characteristics can also be expressed using the FO/**/FS concept. The system should be FO/FS for transient faults, that means fully operational after the first fault and, in case of a second concurrent fault (very improbable situation), the system should go in a safe state. Considering a steer-by-wire application there is not a real fail-safe steering position, in this case FS means that the system locks the wheels in the current state during the fault recovery time.

In case of permanent faults the characteristics are:

· Considering power supply system faults, the steer-by-wire system must be FoS/FrS (fully operational for a predefined time interval after the first fault and operational but functionally reduced for a predefined time interval after the second fault).

· For other permanent faults except FTU faults the steer-by-wire system must be FO/FrS (fully operational after the first fault and operational but functionally reduced for a predefined time interval after the second fault).

· For FTU permanent faults the steer-by-wire system must be FoS (fully operational for a predefined time interval after the first fault).

Figure 4 is a scheme of the steer-by-wire prototype without mechanical backup. The TTP/C communication bus is the backbone of the demonstrator as it connects the three FTUs: Steering Wheel Unit, Steer-By-Wire Control Unit and Steering Actuator Unit. 




Figure 4: Steer-By-Wire Prototype, Electronic Components

Two replicated nodes form the fault-tolerant steering-wheel actuator unit. This unit obtains the driver’s intention through measuring the steering wheel angle and sends this value on the bus to the other FTUs. Additionally, the Steering Wheel nodes receive the measured torque value of the steered wheels, from the Steering Actuator Unit. The driver is given a feedback torque on the steering wheel based on the steering wheel angle and the steered wheel torque. The feedback torque is generated by the steering wheel actuators.  

The Steer-By-Wire Unit also consists of two replicated nodes. Both nodes receive the steering wheel angle provided by the Steering Wheel Unit. Furthermore, the Steer-By-Wire Unit performs the overall control- and comfort functionality. This function is intended to assist the driver in critical situations, e.g., when the vehicle skids or during parking manoeuvres. The Steer-By-Wire Unit calculates a steering angle setpoint, which is sent to the Steering Actuator Unit.

At the front part of the prototype, three micro-controllers, three actors (electric-motors), torque (current) and angle sensors form the Steering Actuator Unit. The unit is performing a replica-agreed control-loop by driving the electric-motors to reach the desired angle of the road wheels, received from the Steer-By-Wire Unit. The torque is communicated to the Steering Wheel Unit to give the driver a feedback from the steered wheels.

The power supply sub-system is composed of a battery charger as alternator emulation, batteries, wiring, power supply boards for the FTU modules, relays, fuses and switches. The battery charger (output 12V, 60A) avoids the batteries discharge when the prototype is running, operating as a car alternator, and is used to charge the batteries when it is necessary, for example after a long period during which the prototype has not been used. Each battery is connected to the relative power supply board by means of a fuse in series to a switch to protect the system from accidental overload current. In order to avoid current flows among batteries when the prototype is not running, relays isolate each battery. Three batteries and three power supply boards are necessary for providing the defined fault-tolerant characteristic, the prototype must be fully operational after the first permanent fault and operational with reduced performance after the second one.

In order to demonstrate and test the fault tolerance capabilities of the steer-by-wire prototype a dedicated component is added to the prototype architecture for fault-injection and monitoring purposes. The dedicated component on the one hand supports manual fault injection via a number of switches used to disconnect the prototype components from the power supply and to inject bus faults. On the other hand computer-assisted fault injection is supported as well.

As far as the monitoring part of this component is concerned only passive monitoring is supported. The monitoring component uses the information transmitted on the bus (i.e., the message contents and the membership information supplied by TTP/C) to display the current activity status of the whole system and of the replication degree of its different fault-tolerant sub-systems.

 AUTONUMLGL 
Preconditions for Mass Production

A number of activities remain to be performed prior to the deployment of an x-by-wire system. These activities fall outside the scope of mutual co-operation in become ingrained with competitive advantage. The following key issues have been defined: 

· Assessment of product liability risk and viability from a legal prospective

· Market survey and assessment of customer acceptability

· Financial analysis

· Product planning and/or current model integration

· Component sourcing

· Production level systems and software development

· Design for manufacturing

· Component packaging

· Environmental design & test

· Electro-magnetic compatibility (EMC) analysis and testing

· Durability testing  and mileage accumulation

· Climatic testing

· In-service procedure design

· Production line upgrade

· Homologation / type approval / certification

 AUTONUMLGL  Standardisation Planning Activities

Standard take a variety of  forms. A full international standard is at one end of the spectrum with a very detailed, ratified document issued through one of the accredited international standards organisations. Within automotive engineering national standards have long since surpassed by international level standards.  At the other end of the spectrum is the so-called “de-facto standard” which evolves though custom and practice and general consensus, is well know and accepted, but does not have the support of an accredited organisation or an identifiable document.
No single route to a standard, or single method of exploitation can fulfil the needs of the project. Therefore, several parallel approaches must be adopted. The full benefits of this diversity are only obtained, if a harmonised approach is undertaken, including placing emphasis on the linkages between the chosen methods. 

The project started with the objective of making draft proposals to standardisation activities. During the execution of the project, it became clear that the project was not going to produce specific details which could usefully be treated as a formal international standard. At the same time, many de-facto standards have been very successfully established, with a speed which could not have been achieved by formal routes. The results of this project are of a similar and evolving nature, and are best served by forming an informal forum to further develop this work. 

 AUTONUMLGL  Conclusion

 AUTONUMLGL  Summary

During the X-By-Wire project a framework for fault tolerant electronics architecture has been developed, which suits the needs for safety related applications in vehicles. The consortium emphasised on solutions that support electronic systems without mechanical or hydraulic backup in order to establish the possibility to introduce new active safety functionality. These active safety functions will increase overall vehicle safety by liberating the driver from routine tasks and assisting the driver to find solutions in critical situations. The realisation of such intelligent driver assistance systems requires direct electronic control of the steering, braking, suspension and powertrain actuators. As a consequence there is a need for a standardised dependable, and cost-effective electronic realisation for mass production.

With present implementation strategies active safety systems, or even just a subset thereof, cannot be realised within the typical constraints of mass production: low costs, reliability, system modularity, maintainability in the field, whilst meeting the requirements for safety certification. It cannot be expected that cost-effective manufacturable x-by-wire solutions will rely on expensive mechanical backup. Today’s fail-safe systems have in general a reduced limp-home and a driver dependent functionality in case of one significant failure. A fault-tolerant system, on the other hand, guarantees the whole functionality even after a major failure has occurred.

The results of the project are based on a set of automotive industry requirements for safety critical electronic onboard systems (x-by-wire systems) under the constraints of mass production. These requirements have been summarised in an system requirement specification.

Based on these requirements the general architecture for a scaleable fault tolerant electronic system for vehicles has been defined. This architecture is the framework for highly reliable and manufacturable cost-effective systems and components linked by a reliable network. It suits the needs for adequate development and maintenance processes. 

For all aspects of the architecture, existing approaches (aeronautic, railway, nuclear, ships) were investigated concerning their suitability for vehicle requirements and manufacturability. Especially, work which had already been done in other EC-Projects was taken into account in order to realise a technology transfer from research status into production.

During the project a general fault tolerant architecture was defined and agreed upon. After that, a more detailed definition of the different architectural aspects of a fault tolerant system such as dependability, development process, communication system, hardware, software and certification was performed.

A widely distributed European team has implemented a steer-by-wire prototype without conventional backup which was regarded as the most demanding challenge. With this prototype the feasibility of the fault tolerant architecture, including fault tolerant actuator coupling, has been demonstrated. The project showed the scalability and scopability of the architecture. It is obvious that an architecture which fulfils these requirements is able to meet most of the requirements for other by-wire applications. The viability of tools to design and develop a time-triggered architecture has been shown as well.

Software techniques for the detection and management of software and hardware errors in a fault-tolerant distributed safety related system have been established. Additionally the recommendations for software development in the MISRA Guidelines are appropriate for the implementation of production level software for X-By-Wire commercial systems.

It has to be stated that the state of current component technology was behind the anticipated level, hence more basic work was required than anticipated. The basic technology is complete. However, the pre-conditions for mass production have not been met and some of the tools need to be brought up to commercial strength.

The main project results have already been disseminated and discussed in international conferences in order to get the necessary input that the recommended architectural solutions are widely accepted and suitable to become a de-facto standard. Recommendations for the design process and rules for certification and maintenance of x-by-wire systems have been proposed. 

The success of the project emerges from the agreement on the overall approach among all partners.

 AUTONUMLGL  Further Outlook

The realisation of a complex system like x-by-wire would influence the whole development process of vehicle manufacture and their sub-system or component suppliers. The tool chain for the development process has to support the specification, system design, proof of design, design realisation, safety analysis, generation of production data, system integration, diagnoses and system test. The realisation or adaptation of the complete tool chain to the requirements of the development of x-by-wire systems is beyond the scope of the X-By-Wire project, also there are some competition aspects. 

During the project the emphasis was placed upon the development of design and integration tools for time-triggered systems. These are the basic tools which are required to realise time-triggered architecture which is in the X-By-Wire project the proposed architecture of the realisation of future by-wire applications. 

An important issue for further work is the development of a simulation tool which allows the simulation of an application and the modelling of system parts which are currently not available. Also the use of formal methods for the verification of safety critical application or very safety critical parts of the system offer a wide area of further research.

 AUTONUMLGL  History

Version
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0.0.1   
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Nov 13, 98
Initial release
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Added section on requirements

1.0.0
Schedl,
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Version to be transmitted to the EC
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2.0.0
Galla
Nov 26,98
Re-added section on requirements

� ESP (Electronic Stability Program) is a function that compares the vehicle cornering behaviour with the intentions of the driver (as reflected by the steering wheel) and applies individual wheel braking when necessary. The main purpose of the ESP function is to avoid excessive understeering and oversteering.


� The Society of Automotive Engineers has defined three classes of multiplex systems, with class C representing the most demanding requirements, namely those associated with real-time control.
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